UBND TINH THUA THIEN HUE CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap — Tw do — Hanh Phic

S6: 1046/STTTT-10C Thira Thién Hué, ngay 26 thang 4 nam 2023
VIV canh bao 15 hong bao mat anh hudng Cao va
Nghiém trong trong cac san pham Microsoft cong
b thang 4/2023

Kinh gri:
- Van phong Tinh uy;
- Céc co quan chuyén mon thugoc UBND tinh;
- Céc don vi su nghi¢p thudc tinh;
- UBND céc huyén, thi xa va thanh ph Hué;
- Céc co quan, don vi, td chirc khac c6 két két mang WAN.

_ Ngay 11/04/2023, Microsoft da phat hanh danh sach ban va thang 4 voi
97 16 hong bao mat trong cac san pham cua minh. Ban phat hanh thang nay dac
biét dang chl y cac 10 hong bao mat c6 mirc anh hudéng cao va nghiém trong
Sau.

- L) hong bao mat CVE-2023-28252 trong Windows Common Log File
System Driver cho phep doi tugng tan cong thyc hién tan cong nang cao dac
quyén. L6 hong nay dang bi khai thac trong thuc té.

- Lo ,héng bao mit CVE-2023-21554 trong Microsoft Message Queuing
cho phép doi tugng tan cong thuc thi ma tir xa.

- 03 16 hong bao mat CVE-2023-23384, CVE-2023-23375, CVE-2023-

28304 trong Microsoft SQL Server cho phép dbi twong tin cong thuc thi ma tir
xa.

- L6 hdng bao mat CVE-2013-3900 xac thuc chit ky WinVerifyTrust cho
phép ddi twong tin coéng c6 thé thém ndi ~dung vao phan chir ky ma xac thuc
trong t¢p thyc thi da ky ma khong lam mat hiéu luc chir ky. Gan day, lo hong
nay di duoc sir dung trong cac cudc tin cong chudi cung tng vao phan mém cia
hang 3CX. Microsoft da dua ra ban va vé€ viéc kiém tra tinh xac thuc cua chir ky
dudi dang tuy chon bat hoac tat, néu khong dugc cdu hinh s& mac dinh 13 tit.
Trong ban cap nhat ndy Microsoft da bo sung thém cac phién ban hé diéu hanh
bi 4anh hudng. Pé nang cao bao mat an toan thong tin cho cac thiét bi sir dung hé
diéu hanh Windows nguoi dung co thé xem xét viéc bat tuy chon kiém tra nay.

- 02 16 hong bao mat CVE-2023-28287, CVE-2023-28295 trong
Microsoft Publisher cho phép doi tugng tan cong thuc thi ma tur xa.



- 02 16 hong bao mat CVE-2023-28309, CVE-2023-28314 trong
Microsoft Dynamics 365 cho phép doi tugng tan cong thuc hién tan cong XSS.

Nhim dam bao an toan thong tin, khong dé tin tic tdn dung 15 hong bao
mat dé tién hanh cac cudc vao hé thong thong tin tap trung cua tinh, S& Thong
tin va Truyén thong kinh dé nghi quy don vi chu dong thuc hién cac bi¢n phap
Sau.

1. Kiém tra, ra soat, xac dinh may tinh/may chii st dung hé diéu hanh
Windows c6 kha ning bi anh huong. Thyc hién cap nhat ban va kip thoi dé tranh
nguy co bi tin cong (Théng tin chi tiét cdc 16 hong bdo mdt c6 tai phu luc kém
theo).

2. Trién khai cai dat 02 giai phap Bkav Endpoint va EDR cho 100% may
tinh tai co quan, don vi theo cac Vin ban s6 639/STTTT-10C ngay 29/3/2022 vé
viéc trién khai giai phap phong, chéng ma doc tap trung BKAV Endpoint cho
toan bd co quan nha nudc trén dia ban tinh va Vian ban sd 1660/STTTT-10C
ngay 22/7/2022 vé viéc trién khai giai phap phat hién va chong tan cong co chu
dich Viettel Endpoint.

3. Tang cudng giam sat va san sang phuong an xur ly khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; Pdng thoi thudng xuyén theo ddi kénh canh

béo cta S& Thong tin va Truyén thong va ccac co quan chirc nang vé an toan
thong tin dé phat hién kip thoi cac nguy co tdn cong mang.

Trong truong hop can hd trg, quy don vi lién hé dau méi hd trg ciia S
Thong tin va Truyén thong:

- d/c Hoang Dién Ky, dién thoai: 0906 760 759;
email: hdky.stttt@thuathienhue.gov.vn

- d/c La Thirc; dién thoai: 0772 428 218;

email: lthuc.stttt@thuathienhue.gov.vn

Phong Gidm sat, diéu hanh an toan, an ninh mang - Trung tam Giam sét,
diéu hanh doé thi thdng minh.,

Tran trong./.

Noi nhin: GIAM POC
- Nhu trén;

- UBND tinh (dé be);

- Cong an tinh (dé p/h);
- BGD So;

-P.CNTT, HuelOC;

- Luu: VT.

Nguyén Xuin Son
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Phu luc

Théng tin vé cac 16 hong bao mat Cao va Nghiém trong trong sin phiam
Microsoft cong bo thang 4/2023
(Kem theo Cong van so 1046/STTTT-10C ngay 26/4/2023 cua

S¢ Théng tin va Truyén théng tinh Thira Thién Hué)

1. Thong tin cac 16 hong bao mat

STT

CVE

Mo ta

Link tham khao

CVE-2023-28252

- Piém: CVSS: 7.8 (cao)- Mo
ta: 10 hoéng trong Windows
Common Log File System
Driver cho phép dél tuong tin
cong thuc hién tan cong nang
cao dic quyén. LS héng nay
dang bi khai thac trong thyc té.-
Anh huoéng: Windows Server,
Windows 10,11.

https://msrc.microsoft.
co
m/updateguide/vulner
ability/CVE-  2023-
28252

- biém: CVSS: 9.8 (nghiém
trong)- MO ta: 10 hong trong
Microsoft Message Queuing

https://msrc.microsoft.
co

2 CVE-2023-21554 |cho phép ddi tuwong tan cong | m/updateguide/vulner
thuc thi mi tir xa.- Anh huong: | ability/CVE-  2023-
Windows  Server, Windows | 21554
10/11.
https://msrc.microsoft.
co
m/updateguide/vulner
ability/CVE-  2023-
- Biém:NCYSS: 7.8/7.3 (cao)- ﬁ?t?p))g'd;/msrc microsoft
CVE-2023- Mo ta: 16 hong trong Microsoft co ' ' '
3 23384CVE-2023- | SQL Server cho phép d6i tuong m/updateguide/vulner
23375CVE-2023- | tin cong thyc thi ma tir xa.- Anh ability/CVE-  2023-
28304 huong: Microsoft SQL Server, 93375
Microsoft ODBC Driver 18. _ .
https://msrc.microsoft.
co
m/updateguide/vulner
ability/CVE-  2023-
28304
- Piém: CVSS: 7.4 (cao)- M@ | https://msrc.microsoft.
ta: 16 hong xac thuc chit ky | co
4 CVE-2013-3900 | WinVerifyTrust cho phép dbi | m/updateguide/vulner

tugng tan cong co thé thém noi
dung vao phan chir ky ma xac

ability/CVE-
3900

2013-




thuc trong tép thuc thi da ky ma
khong lam mat hiéu lyc chir
Ky.- Anh huong: Windows
Server, Windows 10/11.
https://msrc.microsoft.
Co
- Piém: CVSS: 8.8 (cao)- M6 | m/updateguide/vulner
CVE-2023- ta: 1.5 hong tror,lg I\A{[.icrosoft ability/CVE-  2023-
5 28287CVE-2023- PAubhAsher cho pheE) §101 tuong | 28287 _
28295 tan cong thuc .thl ma tir xa.- Anh | https://msrc.microsoft.
huéng:  Microsoft  Office, | cO
Microsoft Publisher. m/updateguide/vulner
ability/CVE-  2023-
28295
https://msrc.microsoft.
co
- Piém: CVSS: 7.6/6.1 (cao)- | m/updateguide/vulner
CVE-2023- Mo ta: _16 hong trong Microsoft | ability/CVE-  2023-
Dynamics 365 cho phép doi | 28309
6 28309CVE-2023- oA NN _ :
28314 tu:qng tan cong thyc hién tan https://msrc.microsoft.
cong XSS.- Anh huong: | co
Microsoft Dynamics 365. m/updateguide/vulner
ability/CVE-  2023-
28314
2. Huéng dan khic phuc

Bién phap t6t nhat dé khac phuc 13 cap nhat ban va cho cac 16 hong bao

mat nodi trén theo huéng dan cua hang. Quy don vi tham khao cic ban cép nhat

phu hop cho cac san phém dang sur dung tai link nguén tham khao tai muc 1 cua

phu luc.

3. Tai liéu tham khao

- https://msrc.microsoft.com/update-guide

- https://www.zerodayinitiative.com/blog/2023/4/11/the-april-2023-

update-review

security-
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