UBND TINH THUA THIEN HUE CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap — Tu do — Hanh Phic

Sb: 2807/STTTT-10C Thira Thién Hué, ngday 26 thang 9 ndm 2024
VIV canh bao 16 hong bao mat anh hudng Cao va
Nghiém trong trong cac san pham Microsoft cong
b thang 9/2024

Kinh gri:
- Van phong Tinh uy;
- Cac co quan chuyén mon thugc UBND tinh;
- Céac don vi su nghiép thudc tinh;
- UBND cac huyén, thi xa va thanh phé Hué;
- Céc co quan, don vi, td chirc khac c6 két két mang WAN;
- Pai hoc Hué.

Ngay 10/09/2024, Microsoft da phat hanh danh sach ban va thang 09 véi
79 16 hong an toan thong tin trong cac san pham cta minh. Trong d6 c6 07 15
hong mirc Nghiém trong va 71 15 hong mirc do Cao. Ngoai ra, Microsoft ciing
da khic phuc duoc 04 15 hong zero-day dang bi khai thac trong thuc té.

Ban phat hanh thang nay dic biét dang chi ¥ vao cac 16 hong an toan
thong tin c6 mirc anh huéng cao va nghiém trong sau:

- L6 hong an toan thong tin CVE-2024-43491 trong Microsoft Windows
Update cho phép ddi tuong tan cong thuc thi ma tir xa. LS hong hién dang bi
khai thac trong thuc té.

- 04 15 hong an toan thong tin CVE-2024-38018, CVE-2024-38227,
CVE-2024-38228, CVE-2024-43464 trong Microsoft SharePoint Server cho
phép doi tuong tan cong thyc thi ma tir xa.

- L§ hong an toan thong tin CVE-2024-43461 trong Windows MSHTML
Platform cho phép ddi tugng tan cong thuc hién tan cong gia mao (spoofing).

- 02 16 hong an toan thdng tin CVE-2024-21416, CVE-2024-38045 trong
Windows TCP/IP cho phép ddi twong tan cong thuc thi ma tir xa.

- L6 hong an toan thong tin CVE-2024-38014 trong Windows Installer
cho phép dbi tugng tAn cong thuc hién leo thang ddc quyén. LS hong hién dang
bi khai thac trong thuc té.

- L6 héng an toan thong tin CVE-2024-43463 trong Microsoft Office
Visio cho phep d6i tuong tan cong thyc thi ma tir xa.

- Lo hong an toan thong tin CVE-2024-38226 trong Microsoft Publisher
cho phép ddi twong tin cong vuot qua co ché bao vé. Ld hong hién dang bi khai
thac trong thuc té.

- 02 16 hong an toan thong tin CVE-2024- 38217, CVE-2024-43487 trong
Windows Mark of the Web cho phép dbi tuong tan cong vuot qua co ché bao
vé. L6 hong hién dang bi khai thac trong thuc té.

Ngoai céc 16 hong an toan théng tin néu trén, con ton tai mot s6 16 héng an
toan thong tin khac ¢ thé anh huong dén hé thdng thong tin ciia Quy don vi. Dé



2
nim rd hon vé nhiing rdi ro tiém 4n ndy, vui long tham khao thong tin chi tiét cac
16 héng an toan thong tin xem tai Phu luc kém theo.

Nhim dam bao an toan thong tin, khong dé tin tic tdn dung 15 hong bao
mat dé tién hanh cac cudc vao hé théng thong tin tip trung cta tinh, S& Thong
tin va Truyén thong kinh dé nghi quy don vi chi dong thuc hién cac bién phap
Sau.

1. Kiém tra, ra soat, xac dinh may tinh/may chii st dung hé diéu hanh
Windows c6 kha nang bi anh huong. Thuc hién cdp nhat ban va kip thoi dé
tranh nguy co bi tin cong (Théng tin chi tiét cac 16 hong bao mdt ¢6 tai phu luc
kem theo).

2. Trién khai cai dat 02 g1a1 phép Bkav Endpoint va EDR cho 100% may
tinh tai co quan, don vi theo CaC huéng dan cai dit cia S Thong tin va Truyen
thong. Pdy la 02 tiéu chi vé An toan théng tin trong BJ chi sé danh gid, xép
hang Chuyén doi s6 cdc cdp theo Quyét dinh s6 931/0P-UBND ngay 04/4/2024
ciia Uy ban nhan dén tinh Thira Thién Hué vé viéc Quyét dinh Ban hanh Bé chi
s6 danh gid, xép hang chuyén déi sé cdc cdp cia tinh Thira Thién Hué.

3. Tang cudng giam sat va san sang phuong an xur ly khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; Pong thoi thudng xuyén theo di kénh canh
b4o ctia S& Thong tin va Truyén thong va cic co quan chirc ning vé an toan
thdng tin dé phat hién kip thoi cac nguy co tdn cong mang.

4. Ra soat tai khoan, dit mat khau manh, thay ddi dinh ky tdi thiéu 3
th;'mg/lén va ctr dau mbi thudng tryc hd tro trong cong tac diéu phdi tng ciru sy
co.

Trong truong hop can hd trg, quy don vi lién hé dau mbi hd trg caa So
Thong tin va Truyén thong:

- d/c Hoang Dién Ky, dién thoai: 0906 760 759;

email: hdky.stttt@thuathienhue.gov.vn

- d/c La Thirc; dién thoai: 0772 428 218;

email: Ithuc.stttt@thuathienhue.gov.vn

Noi nhén: GIAM POC
- Nhu trén; oS
- UBND tinh (dé bc);

- Cong an tinh (dé p/h);
- BGD So;

-P.CNTT, HuelOC;

- Luu: VT.

Nguyén Xuin Son
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PL-1
Phu luc

Théng tin vé cac 16 hong bao mat Cao va Nghiém trong trong san pham
Microsoft cong bo thang 9/2024

(Kém theo Cong van sé6 2807 [STTTT-IOC ngay 26 /9/2024 ciia

S Théng tin va Truyén théng tinh Thira Thién Hué)

1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao
- Piém CVSS: 9.8 (Nghiém
trong)
- Mo ta: LS hong trong
Microsoft Windows Update | https://msrc.microsoft.
cho phép dbi tuong tin cong com/update-
1 | CVE-2024-43491

thyc thi ma tr xa. LS hong
hién

dang bi khai théac trong thuc
te.

- Anh huéng: Windows 10.

guide/vulnerability/C
VE-2024-43491

CVE-2024-38018
CVE-2024-38227
CVE-2024-38228
CVE-2024-43464

- Piém CVSS: 8.8 (Nghiém
trong)

- Mo ta: LO hong trong
Microsoft SharePoint Server
cho phép dbi tuong tan cong
thuc thi ma tir xa.

- Anh hudng: Microsoft
SharePoint  Server 2019,
Microsoft SharePoint
Enterprise ~ Server 2016,

Microsoft SharePoint Server
Subscription Edition.

https://msrc.microsoft.
com/update-
quide/vulnerability/C
VE-2024-38018

https://msrc.microsoft.
com/update-
quide/vulnerability/C
VE-2024-38227

https://msrc.microsoft.
com/update-
quide/vulnerability/C
VE-2024-38228

https://msrc.microsoft.

com/update-
qguide/vulnerability/C
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STT

CVE

Link tham khao

VE-2024-43464

CVE-2024-43461

- Piém CVSS: 8.8 (Cao)

- Mo ta: LS hong trong
Windows MSHTML Platform
cho phép d6i tuwong tin cong
thuc hién tan cong gia mao
(spoofing).

- Anh hudéng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.

com/update-
guide/vulnerability/C

VE-2024-43461

CVE-2024-21416
CVE-2024-38045

- Piém CVSS: 8.1 (Cao)

- M6 ta: L& hong trong
Windows TCP/IP cho phép
d6i tuong tan cong thuc thi ma
tu

Xa.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2019, 2022.

https://msrc.microsoft.

com/update-
guide/vulnerability/C

VE-2024-21416

https://msrc.microsoft.

com/update-
guide/vulnerability/C

VE-2024-38045
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STT CVE Mo ta Link tham khao
- Piém CVSS: 7.8 (Cao)
- Mo ta: LO hong trong
Windows Installer cho phép
d6i tuong tin coéng thuc hién | https://msrc.microsoft.
leo thang da én. L hong | com/update-
5 | CVE-2024-38014 ang Gae quyen. =0 Aong

hién dang bi khai thac trong
thuc té.
- Anh hudéng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

guide/vulnerability/C
VE-2024-38014

CVE-2024-43463

- Piém CVSS: 7.8 (Cao)

- Mo ta: LS hong trong
Microsoft Office Visio cho
phép ddi twong tan coéng thuc

thi ma tur xa.

- Anh huong: Microsoft Visio
2016, Microsoft Office LTSC
2021, Microsoft 365 Apps for
Enterprise, Microsoft Office
20109.

https://msrc.microsoft.

com/update-
qguide/vulnerability/C

VE-2024-43463

CVE-2024-38226

- Piém CVSS: 7.3 (Cao)

- M6 ta: L& hong trong
Microsoft Publisher cho phép
d6i tuong tin coéng vuot qua
co ché bao vé. Ld hong hién
dang bi khai thac trong thuc
té.

Microsoft
Microsoft

- Anh hudng:
Publisher 2016,

https://msrc.microsoft.

com/update-
guide/vulnerability/C

VE-2024-38226
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PL-4

STT

CVE

Mo ta

Link tham khao

Office LTSC 2021, Microsoft
Office 2019.

CVE-2024-38217

- Piém CVSS: 5.4 (Cao)

- Mo ta: LS hong trong
Windows Mark of the Web
cho phép d6i tuong tin cong
vuot qua co ché bao vé. L

https://msrc.microsoft.

com/update-
guide/vulnerability/C

VE-2024-38217

% | cVE-2024-43487 | héng hién dang bi Khai thic | htps://msrc.microsoft
trong thurc té. com/update-
- Anh huéng: Windows 10, | quide/vulnerability/C
Windows 11, Windows Server | VE-2024-43487
2008, 2012, 2016, 2019, 2022.
2. Hwéng dan khic phuc

Bién phap t6t nhat dé khac phuc 13 cap nhat ban va cho cac 16 hong bao

mat nodi trén theo huéng dan cua hang. Quy don vi tham khao cic ban cip nhat
phu hop cho cac san pham dang stir dung tai link nguén tham khao tai muc 1 cia

phu luc.

3. Tai li¢u tham khao

https://msrc.microsoft.com/update-quide/

https://www.zerodayinitiative.com/blog/2024/9/10/the-september-2024-

security-update-review
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