UBND TINH THUA THIEN HUE CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap — Tw do — Hanh Phic

S6: 1716 /STTTT-10C Thira Thién Hué, ngay 18 thang 6 nam 2024
VIV canh bao nhom APT “Mustang Panda” thuc
hién chién dich tan cong nham vao Vi¢t Nam

Kinh gui:
- Véan phong Tinh uy;
- Cac co quan chuyén mon thuoc UBND tinh;
- Céac don vi su nghi¢p thudc tinh;
- UBND céc huyén, thi xa va thanh phb Hué;
- Céc co quan, don vi, td churc khac c6 két két mang WAN;
- Pai hoc Hué

S¢ Théng tin va Truyén thong nhan duge Cong vin sb 1095/CATTT-
NCSC ngay 14/6/2024 ctua Cuc An toan thong tin - B Thong tin va Truyen
thong V€ viéc canh bao nhom APT “Mustang Panda” thyc hién chién dich tan
cong nham vao Viét Nam.

Trong qua trinh gidm sat an toan thong tin trén khong gian mang, Trung
tam Giam sat an toan khong gian mang quéc gia (NCSC), thuéc Cuc An toan
thong tin, B Thong tin va Truyén thong, da phat hién va ghi nhan cac thong tin
lién quan dén chién dich tan cong mang nham vao Viét Nam duoc thuc hién boi
nhom tan cong APT “Mustang Panda”. Chién dich tdn cong lan nay ctia nhém
Mustang Panda str dung cac mdi nhir xoay quanh linh vuc gido duc va thué, ap
dung nhiéu gbc tiép can, loi dung cac cong cu nhu “forfiles.exe” dé thyc thi file
doc hai dugc luu & may chu C&C. Ngoai ra, nhdm nay con str dung PowerShell,
VBScript va cac file batch trong chién dich tin cong. Muc tiéu ma nhoém hudng
t&i 1a céc t6 chic chinh phu, t6 churc phi logi nhuéan, t6 chirc gido duc,...

(Thong tin chi tiét xem tai Phu luc kém theo)

Nhim dam bao an toan thong tin cho cac hé thong thong tin, hé thong
mang dién rong cta tinh, gop phan bao dam an toan cho khong gian mang Viét
Nam, S Théng tin va Truyén thong dé nghi quy don vi chi dong thyuc hién cac
bién phap sau:

1. Trién khai 02 giai phap dam bao an toan thong tin cho 100% cac may
tinh tai don vi: Giai phap phong, chéng ma doc tap trung Bkav Endpoint tai
Cong van s6 639/STTTT-IOC ngay 29/3/2022; Giai phap phat hién va chéng tin
cong c6 chi dich Viettel Endpoint tai Cong van s 1660/STTTT-IOC ngay
22/7/2022 caa S6 TTTT;
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2. Chu y canh giac thu dién tor khong rd nguén gbc, thu co cac lién két
(link) hodc tap tin dinh kém la, c6 du hiéu kha nghi. Can lap ttc chuyen cac thu
nay dén dia chi tiepnhan@thuathienhue.gov.vn dé bd phén ky thuat hd tro kiém
tra, ngan chan va xu ly, tranh phat tan thu dién to co d4u hiéu kha nghi dén
nguoi s dung khac;

3. Kiém tra, ra soat hé théng thong tin dang st dung c6 kha ning bi anh
hudng bdi ma doc trén. Chua dong theo doi cac thong tin lién quan dén dén chién
dich nham thyc hi¢n ngan chan nham tranh nguy co bi tan cong.

4. Tang cuong giam sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tdn cong mang; ddng thoi thuong xuyén theo ddi kénh canh
b4o ctia S& Thong tin va Truyén thong va cic co quan chirc ning vé an toan
thong tin dé phat hién kip thoi cac nguy co tin cong mang;

5. Trong truong hop can thiét co thé lién hé dau moi hd tro ctia S& Thong
tin va Truyén thong: Phong Giam sat, diéu hanh an toan, an ninh mang - Trung
tam Giam sat, diéu hanh d6 thi thong minh — S Thong tin va Truyén thong:

- d/c Hoang Dién Ky, dién thoai: 0906 760 759;
- d/c La Thure; dién thoai: 0772 428 218;
Tran trong./.

Noi nhdn:

- Nhu trén;

- UBND tinh (dé bc);

- Cuc ATTT (dé be);

- Cong an tinh (dé p/h);
- BGD S¢;

-P.CNTT, HuelOC;

- Luu: VT.




Phu luc
THONG TIN CHI TIET VE MA PQC
(Kém theo Céng van sé 1716 I[STTTT-10C ngay 18 /6/2024 ciia
S Théng tin va Truyén théng tinh Thira Thién Hué)

1. Thong tin chi tiét vé chién dich tin cong clia nhom APT “Mustang
Panda”

Gan ddy, da phat hién va ghi nhan cic hanh vi tan cong trai phép trén
khong gian mang cia nhoém tin cong Mustang Panda trong chién dich nham vao
t6 chirc tai Viét Nam. Chién dich tan cong lan nay cua nhom Mustang Panda st
dung cac mdi nhir xoay quanh linh vuc gido duc va thué, 4p dung nhiéu goc tiép
can. Muc tiéu ma nhoém hudng t6i 13 cac té chirc chinh phu, to chuc phi loi
nhuén, t6 chirc giao duc,...

Hai chién dich tin cong duoc ghi nhan vao thang 05 va thang 04 nim
2024 nham t6i Viét Nam d3 sir dung file van ban c6 ndi dung lién quan téi co
quan thué va to chic gido duc. Ca hai chién dich déu c6 diém chung 13 bat
nguén tr cac email Itra dao c6 dinh kém file doc hai.

Chién dich c6 nhiéu giai doan phuc tap, khai thic cac cong cu nhu
“forfiles.exe” dé thuc thi file HTA ddc hai luu trén may chu tu xa. Ngoai ra,
Mustang Panda con st dung PowerShell, VBScript va batch file trong chién
dich. Dé tranh bi phat hién, nhom ddi tuong da nhung céc file van ban nay vao
cic file .LNK doc hai. Chién dich st dung k¥ thuat DLL sideloading v&i
rundl132 dé thuc thi DLL doc hai trén hé thong.

Cic don vi c¢6 thé tdi xuong cac mad 10C tgi
https://alert.khonggianmang.vn/

Duéi diy 1a mét s6 IoC dwoe ghi nhan

47eb43acdd342d3975000f650cf656d9f0f75

9780d85f160806d6b9a70fLbe46 SHA256 LNK File

9375b508e981ed792742f1f3b831ea664719

16261e0d3cd61e60645251ba7df7 SHA256 | LNKFile

cd10f98c2dbccOc8fe3f0ed19efb1b2340f67b SHAZ56 HPCustPartUl.dll
1138a55b0bb8d1e3dfh985df51



https://alert.khonggianmang.vn/

bce44453835ce96e490461f618749a9533¢29

0504c3d755963a63969b9f3ef13 SHA256 | wwlib.dll
57ba7d5093ec54b0223e6a826f6ch5e019a3

53963ddbac8420036f7374028f62 SHA256 | Bookdll
96¢f65bb1ac9735c6a1100944d0f46343bb7 SHA256 Vanban_8647.PD
4f3a3c05bc6282271184b872198e F_update.hta
fe721743a87c2f2767c031ccac337clfblaebe SHA256 Vanban_8647.PD
92384738dd90c65d3b1617a341 F.psl
0ea669d3ef2ae00f25cch4fef4805c6fd 7981

6c37afb8957h3d4ace065¢1d95 SHA256 | tempdata.dat
4c805f281923ffc2214f4fe48f31ea392b13b7 .
10969218ad6b6b561744cd3875 SHAZ56 1 Init.ixt
968b3de170038522deae02b9b96c45cfc6asbc

70fa0ddfaf29320d0d0d36aabfa SHA256 | getdata.psl
hxxp://mega.vivivivi[.]site/

Vanban_8647.PDF_update.hta URL Download URL
hxxp://mega.vivivivi[.]Jsite/HP.exe URL Download URL
Ihxxp://mega.vlvlvlvl[.]S|te/HPCustPartUI.dI URL Download URL
hxxp://mega.vivivivl].]site/\Vanban_8647.P URL Download URL
DF.psl

hxxp://payment.tripadviso[.Jonline/tempdat URL Download URL

a.dat




hxxp://vibm[.]Jvn/init.txt URL Download URL
hxxp://megacybernews[.]Jcom/newrun.psl URL Download URL
hxxp://megacybernews[.]Jcom/getdata.psl URL Download URL
hxxp://megacybernews[.]Jcom/stage2.2.ps1 | URL Download URL
hxxp://megacybernews[.]Jcom/checkin.php | URL Download URL
hxxp://megacybernews[.]Jcom/book.dll URL Download URL
hxxp://megacybernews[.]Jcom/unikey.exe URL Download URL
hxxp://megacybernews[.]Jcom/wwlib.dll URL Download URL
mega.vivivivl].]site Domain C&C
payment.tripadviso[.Jonline Domain C&C
vibm[.Jvn Domain C&C
megacybernews[.Jcom Domain C&C

2. Tai liéu tham khao

https://cyble.com/blog/viethamese-entities-targeted-by-china-linked-

mustang-panda-in-cyber-espionage/



https://cyble.com/blog/vietnamese-entities-targeted-by-china-linked-mustang-panda-in-cyber-espionage/
https://cyble.com/blog/vietnamese-entities-targeted-by-china-linked-mustang-panda-in-cyber-espionage/
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